APPENDIX ___
PCI COMPLIANCE for THIRD PARTY SERVICE PROVIDER (TPSP)
____________________, (“Vendor”) agrees to the following with the City of Fairfield (“City”)  


1. Demonstrate PCI Compliance 

PCI DSS Compliance. In the event any Vendor engages in payment card transactions as a part of the services provided to the City, Vendor shall comply with the Payment Card Industry Data Security Standards (“PCI DSS”) and any amendments or restatements of the PCI DSS during the Term of this Agreement. Vendor accepts responsibility for the security of the City’s and/or any customer’s credit card data in its possession, even if all or a portion of the services to City are subcontracted to third parties.

Vendor covenants and agrees to comply with Visa’s Cardholder Information Security Program/CISP, MasterCard’s Security Data Program and SDP Rules, and with all other credit card association or National Automated Clearing House Association (NACHA) rules or rules of member organizations (generally “Association”), and further covenants and agrees to maintain compliance with the Payment Card Industry Data Security Standards (PCI DSS), MasterCard Site Data Protection (SDP), and (where applicable) the VISA Payment Application Best Practices (PABP) (collectively, the “Security Guidelines”).  

[bookmark: _GoBack]Vendor shall provide documentation to the City on the following:

a) Level 1 or 2 Compliant: Vendor shall prove the ability to be PCI DSS Service Level 1 or 2 compliant, and that Vendor has proven the ability to not only process credit cards in large volume, but also maintain the highest level of security.

b) Statement on Standards for Attestation Engagements (SSAE) 18 Compliant: Vendor shall prove they are SSAE 18 compliant. 
c) Cybersecurity Insurance Policy as listed in Insurance Section of the Agreement 

d) Within 10 days of execution of the contract, Vendor shall provide an Attestation of Compliance (AOC). Vendor shall annually attest to their PCI DSS security compliance by providing the AOC on the anniversary date of this addendum each year or on the AOC renewal date.  


e) Vendor shall provide a written acknowledgement of responsibilities for PCI controls.  The acknowledgement shall provide that Vendor will maintain, on an on-going basis, all applicable PCI DSS requirements to the extent Vendor handles, has access to, or otherwise stores, processes, or transmits City customers’ cardholder data or sensitive authentication data or manages the City’s cardholder data environment on behalf of the City. 

f) Within 30 days of any new Payment Card Industry Data Security Standards (PCI DSS) requirements, as issued by the PCI Security Standards Council, Vendor shall provide an updated written acknowledgement of responsibilities to include the new PCI DSS requirements. 

g) Within 30 days of contract execution, Vendor shall provide a copy of the Vendor’s Incident Response Plan (“IRP”) that will be implemented in the event of system and/or data breach/compromise. The IRP must be tested and updated at least annually.  The IRP shall include but not be limited to:

i. Roles, responsibilities, contact names and communication strategies in the event of a data breach/compromise, including notification to the City and the payment card brands (such as Visa and MasterCard).

ii. Specific incident response procedures.

iii. Business recovery and continuity procedures.

iv. Data back-up processes.

v. Analysis of legal requirements for reporting compromises

vi. Coverage and responses of all critical system components.

vii. Reference or inclusion of incident response procedures from the payment card brands (such as Visa and MasterCard)

h) Vendor shall maintain an inventory of its system components, including, but not limited to: hardware, software, payment devices and locations which are part of its Cardholder Data Environment. Within 30 business days, upon request by the City, Provider shall provide inventory documentation for all its systems components. 

i) The City will review and verify Vendor’s written acknowledgment of responsibilities for PCI controls, as stated above, at least once a year.  Failure of the City to review and verify the written acknowledgment of responsibilities for PCI controls shall not invalidate this Appendix, nor shall it relieve Vendor of their duties under this Appendix.  

2. Security Incident 
Vendor shall inform the City of any security incident or data breach.

a) Incident Response: Vendor may need to communicate with outside parties regarding a security incident, which may include contacting law enforcement, fielding media inquiries and seeking external expertise as mutually agreed upon, defined by law or contained in the contract.  Discussing security incidents which the City should be handled on an urgent as-needed basis, as part of Vendor’s communication and mitigation processes as mutually agreed upon, defined by law or contained in the contract. 

b) Security Incident Reporting Requirements: Vendor shall report a security incident to the appropriate City contact immediately as defined in the Service Level Agreement (SLA.) 

c) Within 3 business days after the initial incident report: Provide City with a written updated report that summarizes the results of the investigative action and corrective/remedial action taken.


3. Breach Responsibilities  
This section only applies when a data breach occurs with respect to personal data within the possession or control of the Vendor. 

i. Vendor shall immediately notify the appropriate City contact person by telephone and email in accordance with the agreed upon security plan or security procedures if it reasonably believes there has been a security incident.
 
ii. Data Breach Reporting Requirements: If Vendor has actual knowledge of a confirmed data breach of the security of the system of the City, Vendor shall (1) promptly notify the City as soon as the breach is discovered by email and telephone but in no cases longer than 24 hours after discovering the breach.  Vendor shall take reasonable measures to address the data breach immediately.  “Breach of the security of the system” shall have the same meaning as the term is described in California Civil Code section 1798.29(f)


iii. Vendor shall promptly notify the appropriate City contact within 24 hours or sooner by telephone, unless shorter time is required by applicable law, if it confirms that there is, or reasonably believe that there has been a data breach.  Vendor shall (1) cooperate with the City as reasonably requested by the City to investigate and resolve the data breach, (2) promptly implement necessary remedial measures, if necessary, and (3) document responsive actions taken related to the data breach, including any post-incident review of events and actions taken to make changes in business practices in providing the services, if necessary. 

iv. Unless otherwise stipulated, if a data breach is a direct result of Vendor’s breach of its contract obligation to encrypt personal data or otherwise prevent its release, Vendor shall bear the costs associated with (1) the investigation and resolution of the data breach (2) notification to individuals, regulators or others as required by state or federal law; (3) a credit monitoring service as required by state or federal law; and (4) a website or a toll-free number and call center for affected individuals as required by state or federal law; 

v. Assistance in Litigation or Administrative Proceedings. Vendor shall make itself, and any subcontractors, employees, or agents assisting Vendors in the performance of its obligations under the Contract or Addendum, available to City of Fairfield, at no cost to City of Fairfield, to testify as witnesses, or otherwise, in the event of litigation or administrative proceedings being commenced against City of Fairfield, its directors, officers, or employees based upon a claimed violation of applicable privacy and security laws and regulations except where Vendor or its subcontractor, employee or agent is a named adverse party.
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